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Authenticating Network Appliances
File Servers with Likewise and AD

IN THIS DOCUMENT

e Configuring Active Directory
with Likewise cells for access
to NetApp file servers.

e Setting up NetApp file servers
to use RFC 2307 attributes.

REQUIREMENTS

Abstract

Enterprises rely on Network Appliances file servers to provide the
versatility, scalability, and reliability for their most demanding technical
workloads. Many enterprises also rely on Microsoft Active Directory to
manage and authenticate their users. Likewise Enterprise ports the power
of Active Directory authentication to Network Appliances, lowering the cost
of managing access to the file servers and helping to improve security.

e The Active Directory
installation must comply with
RFC 2307, such as Windows
Server 2003 R2.

e Likewise Enterprise must be

This document describes how to use Likewise Enterprise to provision
users in Active Directory with RFC 2307 attributes so that the users can
access Network Appliances file servers by using their Active Directory
credentials.

installed on a Windows
administrative workstation that
can connect to your Active
Directory domain controller.

e Likewise Enterprise must be
installed on your Linux, Unix,
and Mac clients and they must
be connected to Active
Directory.

e NetApp OnTap 6.5 or later.
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About Likewise Enterprise

By joining Linux, Unix, and Mac computers to Active Directory — a secure,
scalable, stable, and proven identity management system — Likewise gives
you the power to manage all your users' identities in one place, use the
highly secure Kerberos 5 protocol to authenticate users in the same way on
all your systems, apply granular access controls to sensitive resources,
and centrally administer Linux, Unix, Mac, and Windows computers with
group policies. Likewise includes reporting and auditing capabilities that
can help improve regulatory compliance. The result: lower operating costs,
better security, enhanced compliance.
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The information contained in this document represents the current view of Likewise
Software on the issues discussed as of the date of publication. Because Likewise
Software must respond to changing market conditions, it should not be interpreted to be a
commitment on the part of Likewise, and Likewise Software cannot guarantee the
accuracy of any information presented after the date of publication.

These documents are for informational purposes only. LIKEWISE SOFTWARE MAKES
NO WARRANTIES, EXPRESS OR IMPLIED.

Complying with all applicable copyright laws is the responsibility of the user. Without
limiting the rights under copyright, no part of this document may be reproduced, stored in,
or introduced into a retrieval system, or transmitted in any form, by any means
(electronic, mechanical, photocopying, recording, or otherwise), or for any purpose,
without the express written permission of Likewise Software.

Likewise may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Likewise, the furnishing of this document
does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

© 2009 Likewise Software. All rights reserved.

Likewise and the Likewise logo are either registered trademarks or trademarks of
Likewise Software in the United States and/or other countries. All other trademarks are
property of their respective owners.

Likewise Software

15395 SE 30th Place, Suite #140
Bellevue, WA 98007

USA
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Introduction

This document describes how to use Likewise Enterprise to provision
users in Active Directory with RFC 2307 attributes so that the users can
access Network Appliances file servers by using their Active Directory
credentials.

The target audience is network directory administrators who manage
access to workstations, servers, and other network resources within
Active Directory. The guide assumes that you know how to administer
Active Directory as well as computers running Linux and Unix, including
Network Appliances servers.

Important: This guide assumes that you have installed Likewise
Enterprise on a Windows administrative workstation that can connect
to your Active Directory domain controller and that your Active
Directory installation complies with RFC 2307. (Windows Server 2003
R2 complies with RFC 2307.) Note that raising the forest functional
level to Windows Server 2003 will exclude Windows 2000 domain
controllers from the domain. This guide also assumes that you have
joined your Linux, Unix, and Mac clients to your AD domain by using
Likewise Enterprise. For more information and instructions on how to
install Likewise, see the Likewise Enterprise Installation Guide at
http://www.likewisesoftware.com/resources/user_documentation/.

Configuration Overview

Setting up NetApp storage systems to authenticate users with Likewise
and Active Directory requires four main steps, the first two of which are
specific to your NetApp product:

1. Configure NetApp to enable a volume for access from a Windows
network with the CIFS protocol and to enable the same volume
for access from a Unix network with the NFS protocol. This
document assumes that you have already completed this step; for
instructions, see your NetApp documentation.

2. Configure NetApp to authenticate users with Active Directory.
NetApp servers include built-in functionality that allows you to join
them to Active Directory by using the NetApp CIFS Setup Wizard,
which is accessible through the NetApp Administration Web
Console. The NetApp filer must be joined to the domain that

@ Likewise
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contains your Likewise cell. This document assumes that you
have already completed this step; for instructions, see the
documentation for your NetApp product.

3. Use Likewise to configure your Active Directory users who need
to access the NetApp volume with Unix attributes.

To make shared volume available to a user regardless of whether
the user accesses it from Windows or Unix, Likewise maps each
user’s Windows and Unix identities so that the file ownership and
permissions settings are the same. Each user can then access
the shared NetApp volume from either Windows or Unix with the
same ownership and permission settings.

4. Use options ldap commands to configure your NetApp server
to control user access with Active Directory’'s RFC 2307
attributes.

Configuring AD with Cells for NetApp Access

To make shared NetApp volume available to a user regardless of
whether the user accesses it from a Windows or Unix machine, Likewise
uses cells to map users’ Windows and Unix identities so that the file
ownership and permissions settings are the same. Each user in the
Likewise cell can then access the shared NetApp volume from either
Windows or Unix with the same ownership and permission settings.

About Likewise Cells

Active Directory uses Organizational Units to group related objects in a
common container so that you can manage the objects in a uniform and
consistent way. To map Active Directory users to Linux and Unix user
identifiers (UIDs) and group identifiers (GIDs), you associate Likewise
cells with Organizational Units. When you associate a cell with an
Organizational Unit (OU), the cell becomes a custom mapping of Active
Directory users to UIDs and GIDs.

Cells can map a user to different UIDs and GIDs for different computers.
Linux and Unix computers that are in the OU (or an OU nested in it) use
the cell to map AD users to UIDs and GIDs. In the following screen shot,
the example user, Clark Kent, is allowed to access the Linux and Unix

@ Likewise
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computers, including any properly configured NetApp servers, that are in
the selected Likewise cells:

Clark Kent Properties ed |

Published Certficates | MemberOf | Dialin |  Objest |
Security | E resironiment | Seszsions I Remate contral I
General I Address | Account | Frofilz | Telephones | Organization |
Termninal G ervices Prafile I COk+ Likewize Settings

— UMI/Linue Uzer Information

To allow thiz uzer to logon to UME<ALinus computers joined to Active
Directony, you muzt gpecify which Centens Likewize celllz] the uzer
iz allowed to accezs. If pou have naot created any cells, specify the
Drefault cell.

Centeriz Cells se Dishngushed Hames W
™| (Default] - Default cell

[l Accounting - OU=Accounting, D C=centerizdema, D C=com

vl Engineering - OU=Engineering, D C=centerizdemo, D C=com
vl Marketing - O=karketing,D C=centerzdemao,DC=com

[ StevesTester - DU=StevesTester DC=centerisdemo. DC=com

— Uszer info for cell [Default]

™ Specify LID |1nunnu

GID 100000 [Domain Users =]
Login Mame I

Horme Directary |.r'hu:|me.fEENTEHISDEMD;"ckent

Lagin Shell | /hin/bash

Comment [RECOS) |

(1] I Cancel | Lpply |

Giving Members of an OU Access to a NetApp Server

To give users access to a NetApp server, you can use your existing OU
structure. For example, if you just need to give access to the members of
your Marketing OU access to the NetApp server, all you need to do is

associate a Likewise cell with the OU — a simple process that takes only
a few minutes:

1. Inthe Active Directory Users and Computers console tree, right-

click the OU for which you want to create a cell, click Properties,
and then click the Likewise Settings tab.

@ Likewise
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2. Under Likewise Cell Information, select the Create Associated
Likewise Cell check box, and then click OK:

Geresl | ManagedBy | Obiect | Secuiy
COM+ Likewize 5 ettings ] Group Pocy
— Likawiza Cal Inframation
W {(Cisals Asociaind Likewise Coll
Defaut Home Direchory | home/ 0450
Diefaull Logn Shel |einibaih
| iy | GiD =
Boris Kaloif 100002 100001
Clark. Kent 8E3500 100000
Crang Thompsan 100005 100000
Dermis Aodman 100006 100000
Dioman Users 100000
Elmar Skl 100003 100001 i
Jarea Doe 100004 100001

T T e o 1AM =
% [ | »

7= U e per Inftormetion

uo — _swe= |
G0 | | "|
Login flame

Horme Disecleay

Login Shel

Lommart [BECOS] |

oKk | ceneet | s |

Creating a Cell for NetApp Users and Groups

Another option is to create a custom list of users and groups who can
access the NetApp server. To do so, create an OU, associate a Likewise
cell with it, and then add to the cell the users that you want to give
access to the NetApp server:

@ Likewise
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NetAppFileServer Properties 7] x|
General | b anaged By I Object I SecLrity I COM+
Likewise Settings | Likewize M5 Maps I Group Policy

— Likewize Cell Information

¥ [Create Arsociated Likewize Cail

Default Home Directon I.-"hu:umex'%D.-""/aLl
Default Login Shell I.-’I:uina’l:uash

Mame | LD | GID |
| JE Boris Karloff £93495157 £93494529

S Clark Kent 593495123 £93494529

& Dinah Soar 593495148 £93494529

W Damain Users 593434529

A% Frank Anthany 593495161 593494529

2L Frank Bums 593495146 593494529

i Wi L zer [ nformaticr

uin I Suggest |
5o | =

Loain Hame

Login Shell
Comment [GECOS]

|
|
Home Directony I
|
|

add. | Remove | Lirked Cels... |
k. I Carnicel | Smply |

Configuring NetApp to Use AD and Cells

Configuring a NetApp filer for use with Likewise cells requires the
following:

@ Likewise
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1. AD Domain for filer contains a Likewise Enterprise cell in schema
mode.

2. NetApp OnTap versions 6.5.x or above.

Both default and non-default/named cells are supported. Integration,
however, is not supported for cells in non-Schema Mode. For details
about the OnTap configuration for AD, see NetApp's TR-3458 document,
Unified Windows and UNIX Authorization Using Microsoft Active
Directory LDAP as a Directory Store.

In brief, the basic configuration for integrating a filer is as follows:
e Join the filer to the AD domain that hosts the cell.
o Set LDAP options for use against that AD domain.

See the Netapp documentation for details on joining with CIFS. For
LDAP configuration, consult NetApp document TR-3458 with the
following modifications:

1. Launch aterminal session on your NetApp filer.

2. Atthe console, execute the following series of commands,
replacing the variables in square brackets with the information
that you want to set:

options ldap.ADDomain [DNS_of_ ADdomain]
options ldap.name [DN_of_ADuser]
options ldap.passwd [ADuser_password]
options ldap.enable on

options ldap.-base [DN_of _Cell]

The [DN_of_Cell] has the LDAP syntax:
CN=$LikewiseldentityCell,OU=Test,DC=likewise,DC=com. The
users that you defined in your Likewise cell for the NetApp file server can
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now use their Active Directory credentials to access the NetApp filer from
either a Windows or a Likewise client.

NOTE: NetApp does not recommend setting the Idap.servers or
Idap.servers.preferred when using AD. Also, setting LDAP
options does not supplant the need to run ‘cifs setup'.
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ABOUT LIKEWISE

Likewise Software is an open source company that provides audit and authentication
solutions designed to improve security, reduce operational costs and help
demonstrate regulatory compliance in mixed network environments. Likewise Open
allows large organizations to securely authenticate Linux, UNIX and Mac systems
with a unified directory such as Microsoft Active Directory. Additionally, Likewise
Enterprise includes world-class group policy, audit and reporting modules.

Likewise Software is a Bellevue, WA-based software company funded by leading
venture capital firms Ignition Partners, Intel Capital, and Trinity Ventures. Likewise
has experienced management and engineering teams in place and is led by senior
executives from leading technology companies such as Microsoft, F5 Networks,
EMC and Mercury.
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